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Abstract: Dynamic trust evaluation is the key technology of dynamic authorization in zero-trust 
network of power monitoring system. However, the existing methods rarely consider the 
characteristics of zero trust network and services, or cannot adapt to large-scale network. In this 
paper, we abstracts various characteristics into inference rule sets, propose a dynamic trust 
evaluation model based on Beta distribution, and propose a time-related trust threshold 
calculation method, which can well serve the dynamic access control authorization depending on 
real-time trust level of entities. Simulation results show that the model can accurately evaluate the 
trust of entity and effectively detect malicious entities.  

1. Introduction 
With the continuous application and integration of new technologies such as the Internet of 

Things, big data, cloud computing and mobile network into the power system, the network 
boundary is becoming increasingly blurred, and the traditional protection system based on 
boundary defense is gradually unable to meet the security requirements of the power business[1], 
and a new network security architecture is urgently needed. At the same time, the static trust 
mechanism based on CA has been difficult to adapt to the dynamics and uncertainty of its 
terminal and service environment, so it is necessary to study the dynamic evaluation method of 
trust to adapt to the diversified entities and service resources in power monitoring system 
network. 

Zero-trust security[2-4] has been widely concerned and researched due to its concept of "Never 
Trust, Always Verify", which is regarded as a new network security architecture that breaks 
through the traditional border defense thought. The goal of zero-trust security is to conduct 
continuous authentication of network entities and dynamic authorization after trust evaluation. In 
addition, network location/user attributes are not solely used as the sole basis for trust evaluation, 
but dynamic trust evaluation is carried out by combining information resources from multiple 
sources and multiple reserved discrimination mechanisms[5-6]. At present, scholars have explored 
the application of zero-trust security in power system network[7-9]. Literature [7] points out that 
the access of massive terminals in the current power Internet of Things greatly increases its 
network attack surface, and proposes to build a zero-trust network on the edgeside and combat the 
threat of compromised terminals through dynamic trust evaluation based on multi-source data. 
Considering the huge architecture of the Internet of Things, literature [8] proposes a zero-trust 
hierarchical mining process to verify systems and transactions at different trust levels to improve 
efficiency. Literature [9] investigates the application schemes of zero-trust power IoT based on 
continuous identity authentication and dynamic access control for various business service 
scenarios. 

The key technology of trust engine is trust evaluation modeling. The existing trust evaluation 
work is mainly devoted to the research of strategy-based trust and reputation-based trust models, 
and few trust evaluation models combining the characteristics of zero-trust network and business 
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service appeared. Literature [10] proposed a model based on the trust factor and Beta distribution 
hypothesis of expert recommendation to improve the accuracy of trust management, but such 
factors tend to cause the evaluation results to be too subjective and insufficiently accurate. 
Literature [11-13] proposed a trust evaluation method based on Beta distribution, and analyzed in 
detail the validity of Beta distribution fitting trust. Literature [14] proposed a node credit 
evaluation method based on blockchain consensus mechanism, which can effectively evaluate the 
credit of nodes in microgrid transactions. Literature [15] proposed a wireless network node trust 
mechanism based on fuzzy theory, and showed that it can effectively resist attacks from malicious 
nodes, while this method is suitable for resource-limited wireless system, and not for power 
system with complex network and frequent communication. 

To this end, we studies the problem of dynamic trust evaluation for zero-trust network of 
power monitoring system. Our contributions include defining trust Spaces based on entity sets, 
time and inference rule sets, proposing a dynamic trust evaluation model based on Beta 
distribution and information entropy, and a method to calculate trust thresholds for the application 
of evaluation results in real-time dynamic authorization. 

2. Dynamic trust evaluation 
2.1 Trust space 

In this model, the trust space Ω is defined as the probability space on the continuous 
real-valued interval[0,1].Since there are generally three roles in power system zero-trust network: 
terminal or user, zero-trust gateway, and service provider, we define the entity set E as the union 
of the business service set S and the terminal-user set C, i.e. E=S∪C; the trust engine G of the 
zero-trust gateway acts as an observational computational node to evaluate the trust of the element 
of E, and makes binary judgments of events as normal and abnormal based on the set of inference 
rules Contex. Drawing on literature [16], we describe the trust relationship as a time-dependent 
function: 

:T E E Contex t× × × →Ω ; 

Since literature [17] has verified that Beta distribution can fit the trust distribution well, we 
assumes T to obey the Beta distribution parameterized by α and β. In this way, the entity dynamic 
trust is regarded as a random variable that changes with time, and the quantitative evaluation 
problem is transformed into the estimation problem of probability value at a certain time, and the 
Bayesian method is adopted to solve it, and the lack of dynamic change in such trust evaluation 
methods can be overcome. 

2.2 Inference rule set 
The inference rule set is a refinement of the trust engine's trust factors affecting the set of 

entities, which is also referred to as context in the literature [16]. For example, whether the source 
IP of the access is correct, whether the geographic location of the device remains the same, etc. In 
the zero-trust network of power monitoring system, these trust factors include security 
authentication results based on cryptography, network agents that describe the immediate state of 
entity authorization[2], real-time state of terminal operation (such as security baseline, 
vulnerability scanning results, etc.), business traffic format and communication rules. In this way, 
the trust engine approximates the trust itself more realistically through the rich entity context, and 
the judgment of normal and abnormal historical interaction behaviors will be more stringent, thus 
estimating the trust value more accurately.  

With the collected multi-source data the trust engine determines whether an entity is 
experiencing an abnormal event or not based rules on the inference rule set, and calculates the 
number of normal and abnormal events about a particular entity as an estimate of the parameters α 
and β.  
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2.3 Trust calculation method 
2.3.1 Comprehensive trust calculation 

The comprehensive trust of entity in this method is the comprehensive calculation result of its 
direct trust and indirect trust. We assumes that the trust engine performs evaluation on a time 
cycle ΔT, and denote the collected historical interaction dataset  during interval [n·ΔT,t] 
((n+1)·ΔT ≤ t < (n+k)·ΔT), integer n ≥ 0, integer k > 1) as INFt . 

(1)Direct trust 
In general, it is intuitively obvious that direct trust between entities accumulates over historical 

interactions. At time t, the trust engine utilizes the rule set Contex to verify security events 
regarding interactions between entities η and ζ in the dataset INFt , and calculates the number of 
normal interactions ,

tsη ζ  and the number of abnormal interactions ,
tfη ζ . The estimation formula for 

the direct trust of entity η to ζ at time t is  
,
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In addition, entities that have not communicated for a long period of time should be considered 

less trustworthy. Therefore, we introduces the time decay factor, and the estimation formula of the 
direct trust degree of entity η to ζ at time t becomes:  
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where l·ΔT (0 ≤ l < n) is the starting point of theevaluation period in which the last 
communication occurred. 

(2)Indirect trust 
The indirect trust of entity η to ζ represents the trust assessment of other entities in the system 

on the interaction behavior of ζ, and its estimated value can be expressed as the weighted average 
of the direct trust of other entities to ζ. The indirect trust of entity a to ζ is expressed as the 
weighted average of the direct trust of other entities to ζ. At moment t, the indirect trust of entity η 
to ζ is estimated by the formula:  

∑
−∈
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where xw ζη ,  is the weight of the contribution of entity x in the system in the indirect trust from η 
to ζ , as calculated in Section 2.3.2.  

(3)Comprehensive trust 
At time t, after the direct trust ,

tDη ζ  and indirect trust tI ζη ,  of entity η to ζ are calculated, we can 
calculate the comprehensive trust ,

tTη ζ  of entity η to ζ  using weighted summation by the 
following formula:  

, , ,
t t t

D IT w D w Iη ζ η ζ η ζ= ⋅ + ⋅  
Where wD and wI are the contribution weights of direct and indirect trust in the comprehensive 

trust, respectively, as calculated in Section 2.3.2. In particular, the comprehensive trust of an 
entity is initialized to 0.5 after endpoint security governance when it registers into the zero-trust 
network.  

2.3.2 Entropy method for weight calculation 
In order to determine the weights as objectively as possible, we draw on the entropy method in 

paper [18], and treat t
xI ζ, , ,

tIη ζ  and ,
tDη ζ  as random variables to calculate their weights. In the 

indirect trust degree estimation formula of entity η to ζ , for any other entity x in E-{η,ζ}, 
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according to the entropy value calculation formula, the entropy value t
xI ζ,  is:  
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After normalization, the weight xw ζη ,  of t
xI ζ,  is: 
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Similarly, the corresponding weights of ,
tDη ζ  and ,

tIη ζ  are: 
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2.4 Model Application 
2.4.1 Terminal-User Trust Evaluation 

The trust of terminal-user entity is a very important basis when it accesses to many service 
entities in the zero-trust network of power monitoring system. According to the above, the 
comprehensive trust of such a terminal-user entity is determined by a particular service entity. For 
the convenience of application, we hope to build a unified terminal-user entity comprehensive trust 
that can be used by multiple service entities, and denote such a trust of terminal-user entity ζ at time 
t as 

tTζ . 
For those service entities have a high level of security and are well protected in power 

monitoring system, we reasonably assume that thy are honest and trustworthy. Therefore, 
tTζ can be 

measured using the  comprehensive trust of those service entities that communicate with ζ. 
The trust 

tTζ  of terminal-user entity ζ at time t is defined as the mean value: 

∑∑
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2.4.2 Method of calculating trust threshold 
The zero-trust gateway determines whether the authenticated terminal-user entity is dynamically 

authorized to access it by comparing the comprehensive trust of this entity with a certain pre-set 
trust threshold. Usually this threshold is assessed by experts, but this method is subjective and 
difficult to accurately measure the overall trust status of the current system, especially in a large and 
complex system such as power monitoring system. Denotes the average of normal interactions 
between all entities in set S and all entities in set C at time t (excluding all the pairs of entities that 
do not interact with each other) as ts , and the average of unnormal interactions as tf ,.We computes 
the average direct trust tD  of the system at the current moment based on the formula for calculating 
direct trust: 
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Considering the actual production environment requirements and security strength requirements, 
a repeatable configurable security strength factor Fs in [0,1] is manually defined, which in turn 
gives a method for calculating the dynamic trust threshold Thresholdt, which is calculated as 
follows: 

),max( tst DFThreshold =  

Further considering the terminal-user entity variability and trust threshold application flexibility, 
it is also possible to manually define multiple types of security strength factors by entity type, and 
similarly define a dynamic trust threshold for a certain type of entity as described above. 
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3. Simulation Experiment 
3.1 Simulation Experiment Environment 

The simulation environment consists of a server A, four terminals B, C, D and E, and a zero-trust 
gateway; A is protected by the zero-trust gateway and accepts access from terminals B and E; BC, 
BD, BE, CD and DE communicate with each other through the zero-trust gateway. 

After collecting the experimental interaction data, we use MATLAB R2020b as a simulation tool 
for analysis to verify the rationality and effectiveness of the above evaluation methods. 

3.2 Analysis of simulation results 
1) The accumulative effect of trust 
We simulated node D in three states: randomly honest, completely honest and dishonest. The 

experimental results show that (Fig.1): the overall trend of trust is gradually accumulated with time; 
when a node is completely honest, its comprehensive trust increases gradually; when it is dishonest, 
its comprehensive trust decreases gradually; when it is sometimes honest and sometimes dishonest, 
its comprehensive trust fluctuates sharply over time. 

 
Fig.1 Accumulative effect of trust 

2) Detect malicious nodes in the system 
We simulated entity E attacking entity B in time period 10-19 and calculated the comprehensive 

trust of entity A to Entity B. The experimental results show (FIG.2) that the comprehensive trust of 
A to B began to decrease significantly in these periods, and it rebounded significantly after the 
attack. Therefore, our trust evaluation method can effectively detect the malicious nodes in the 
system. 

 
Fig.2 Change of the trust of node under attack 
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3) Validity of the method of calculating trust threshold 
We simulated node E attacking service entity A and calculated the four comprehensive trust of A 

to B, C, D and E, also calculated the trust threshold using our method in section 2.4.2. The 
experimental results show that (Fig.3) the comprehensive trust of A to E is significantly lower than 
the trust threshold, and the trust engine can judge that entity E is abnormal, and it should be 
removed from the list of registered nodes. 

 
Fig.3 Comparison of comprehensive trust and trust threshold 

4. Conclusion 
We discuss the problem of trust dynamic assessment for zero-trust security in power monitoring 

systems. On the basis of defining trust relationship with entity set, inference rule set and time as 
parameters, and based on the assumption that the trust relationship obeys the Beta distribution, we 
propose a parameterized model of the normal and abnormal times of the historical interaction 
behaviors between entities, use the entropy method to compute the weights of the direct trust and 
the indirect trust, and then obtain the comprehensive trust by weighted summation. Aiming at the 
threshold selection problem of zero-trust dynamic authorization automation, a threshold calculation 
method parameterized by the average number of normal and abnormal interactions between entities 
in history is proposed on the basis of the dynamic trust evaluation formula. The simulation results 
show that our dynamic trust evaluation model can well reflect the temporal correlation and 
accumulation of dynamic trust, and can effectively detect node anomalies in the system. 
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